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Ciberresiliencia
¿Empresa Ciberresiliente o Ciberconfiada?



Source: 2025 Risk to Resilience: The Ransomware Trends and Proactive Strategies Report

Cyberattacks Continue to 
Target your Data 

69%

of organizations that paid a 
ransom were attacked 
more than once

of Organizations Suffered 
a Ransomware Attack in 
2024

69%
of organizations had their 
backup repositories 
targeted in cyberattacks

89%



Data Resilience Maturity in Organization 

Have data recovery risk 
exposure

74%
of organizations believed 
they are more resilient 
than their benchmark 
capabilities

30%+

Most Organizations are Overconfident in their Data Resilience

Veeam developed the DRMM in collaboration with McKinsey, and supported by insights from George Westerman, MIT; Palo Alto Networks; and Splunk
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Veeam Data Resilience
Maturity Model (DRMM)
Apply for a DRMM workshop with tailored analysis and executive guidance. 
Co-developed with:

TURNING RISK INTO RESILIENCE

APPLY NOW

APPLY NOW

https://vee.am/b0dYKwq
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Recovery Outcome
Proven and Predictable Cyber 
Recovery in x Days

Business Outcome
y% reduction in business outage due 
to ransomware attack

Improving Enterprise Data Resilience

Capability

Higher

Lower

Maturity

Reactive, manual incident 
response focused
on basics of backup
and security1

Proactive incident management 
and modern solutions to improve 
visibility and protection2

Next-generation recovery and 
architecture capabilities with improved 
monitoring and
emerging analytics3

Resilience embedded in strategy 
and org / op model with adoption 
of AI to prevent outages and 
automate recovery4

Data Resiliency Maturity Model



The Dimensions of Data Resilience

Basic

Reactive & Manual

Intermediate

Reliable But Limited

74% 
Advanced

Mature & Adaptive

Best-in-class

Self-optimizing
of organizations fall into basic 
and intermediate, highlighting 
major improvement 
opportunities

44%

30%

18
%

8%

The Dimensions of Data Resilience

Data Resiliency Maturity Model



And you are always responsible for your data

Resilience is always a Shared Responsibility

SaaS

PaaS

IaaS

On-Prem
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YOUR
Responsibility
to Protect
Microsoft 365
+ Entra ID
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600M
identity-based
attacks every day.

Surge in 
Cyber Threats

2B
new Microsoft 365
files added every day.

Increased usage

30%
Of breaches are due 
to compromised 
identities.

Identity at risk
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Zero Trust Principles

Minimize attack surface 
and blast radius

Assume breach.

For every user, device 
and application

Use least-privilege access.

Verify every access attempt using IAM 
context and MFA. Audit.

Verify explicitly.

Minimize attack surface 
and blast radius

Separation of Backup Software
and Backup Storage

3-2-1 Backup Rule

Multiple resilience zones

Protect backup data from modification 
or deletion. Audit.

Immutable backup storage

Extending Zero Trust Principles to Data Resilience
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Secure by design with Zero Trust Architecture 

Segmentation of 
software & storage

Multiple data 
resilience zones

Immutable backup 
storage

SNMP, Kerberos

CIFS, WMI

RPC, SSL

NFS, iSCSI

SSH, RDP

Multiple data resiliency zones

Production

Virtual

Cloud

Physical

Backup Software
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Backup Server

Agents

Backup Storage – 3-2-1 Backup Rule

Secondary Data Center
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Primary 
Data Center

Zero access
to root and OS

Target storage

Service Provider

Public 
Cloud

Target storage

Target storage
Secondary Data 
Center

Veeam Vault

Hardware-agnostic security with 
Zero Trust Data Resilience



Follow us! Join the community hub:
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A blue and black logo

Description automatically generated

https://community.veeam.com/
https://www.facebook.com/VeeamSoftware/
https://www.instagram.com/veeam_software/
https://twitter.com/Veeam
https://www.youtube.com/@veeam
https://www.linkedin.com/company/veeam-software/
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